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a b s t r a c t
In modern society, we see the struggle to balance the proper functioning of government with the interests and
rights of the people to access government information playing out all around us. This paper explores the relationship between liberty and security implicated by government surveillance and citizen-initiated efforts to cast the
gaze back at the government (so-called “reciprocal surveillance”). In particular, this paper explores how a
neorepublican conception of political liberty, deﬁned as the absence of the possibility of domination, can inform
future information policy research in this area. The paper concludes that, to be fully non-dominating, government
must respect and provide effective institutional and legal mechanisms for their citizenry to effectuate selfgovernment and command noninterference. Establishing liberal access rights to information about government
conduct and mechanisms that ensure that citizens can effectively command noninterference are justiﬁed on the
grounds that they reduce the possibility of arbitrary, and actual, interference with the right of the people govern
themselves.
© 2014 Elsevier Inc. All rights reserved.

1. Introduction
Tensions between government power (whether that of executive,
legislative, judicial, or administrative bodies) and the rights of citizens
to access government information and conduct civilian oversight of
their governments have been a longstanding social and political issue.
In some ways, access to information has increased dramatically in recent decades; in others, political implementation of information policies
has created what Jaeger (2007) calls “information politics,” meaning
“the manipulation of information access for political gain” (p. 851).
However, the reality cuts both ways: governments and citizens both
potentially have much greater access to information about the activities
of the other than they have in the past—and this information has the potential to produce and inﬂuence power on both sides (see Forcese &
Freeman, 2005, pp. 481–84). Ideally, the nature of representative government would dispel the idea that governments (in all their parts)
and citizens stand opposed to each other. Indeed, much government
surveillance is ostensibly conducted for the good of the citizenry writ
large (to protect against crime and terrorism, among other things),
and governments are generally far from monolithic entities with singular purposes standing opposed to public access to information. But the
ongoing collection of massive amounts of information by state bodies
also serves to reify the coercive power of government (Forcese &
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Freeman, 2005, pp. 481–84). Without similar expansion in the people's
right to access information about government action (a form of “reciprocal surveillance” (Brin, 1998; Haggarty & Ericson, 2006, p. 10)), the
people may lose their ability to conduct oversight and ensure government acts in a non-dominating fashion.
We see the struggle to balance the proper functioning of government with the interests and rights of the people to access and document
information about government activity playing out all around us in contemporary society (see Scherer, 2013). This conﬂict is characterized by
increasing technological prowess on both sides as well as more institutional resort to information seeking, data mining, and monitoring of
public (and private) spaces – both ofﬂine and on the internet – and by
a focus on the security enhancing aspects of contemporary surveillance.
The use of surveillance technologies, such as video cameras and electronic data mining systems, might be viewed as only abstractly linked
to their stated purposes of crime control, “based on symbols, (that
which is hidden must be revealed), theories (surveillance deters) or
faith (technology works; it will work here as well)” (Leman-Langlois,
2008, p. 244). These assumptions play on our society's increasing
reliance on and trust in technology to mediate power relationships
and protect us from actual physical harms. Whether these assumptions
are plausible or correct in practice are empirical questions of great practical, legal, and ethical import.
The purpose of this paper is to explore (theoretically and conceptually)
the relationship between privacy, liberty, and security implicated by
government surveillance and citizen-initiated efforts to cast the gaze
back at the government (institutions and agents). Citizen-initiated
surveillance activities may include freedom of information requests,
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ﬁlming police ofﬁcers and other public ofﬁcials carrying out their duties
in public places, and other demands for transparency and citizen access
to government information (for example, through the judicial process),
and a wide variety of other tactics. In particular, this paper attempts to
inform current information policy research by incorporating a growing
body of political theory and legal thinking into its analysis. Speciﬁcally,
the paper explores how a neorepublican conception of liberty, of the
type championed by Pettit (1996, 1997, 1999, 2001, 2002, 2003, 2008,
2011, 2012), as the absence of the possibility of domination, can inform
the way we think about the proper relationship between these competing values.
By examining these competing forms of surveillance by reference to
recent accounts of government-citizen tension in the United States, this
paper will emphasize the role that information (as object, process, or
knowledge) (Buckland, 1991, p. 351; Marchionini, 2008), plays in generating power (and the potential for domination). The recent proliferation
of information in society and its attendant questions about information
access and control have important ramiﬁcations for how we think
about political freedom—and how much freedom we ought to let slip
away for the sake of security. Importantly, security and freedom are
not battling a zero-sum game; security can be protected by the exercise
of non-arbitrary power (which, under the neorepublican conception of
liberty, is freedom preserving) and the reduction of arbitrary power
(domination) clariﬁes roles and promotes individual and collective political freedom but does not necessarily reduce the ability of the government to protect its people.
In Part II, the author outlines the role of information policy in facilitating or curtailing democratic oversight and participation in politics. In Part
III, the paper outlines and some broad questions about balancing privacy,
liberty and security in a modern society ﬁlled with powerful surveillance
technologies. In Part IV, the author outlines the neorepublican argument
for freedom as nondomination and contrasts this position against competing republican and liberal theories of freedom, in the context of government secrecy and access to information about government conduct.
Part V provides an overview of some recent real-world examples of
government surveillance practices and citizen counter-surveillance
efforts, with particular emphasis on the recent United States Supreme
Court decision in Clapper v. Amnesty International. (2013), efforts of
the Seattle Police Department to resist disclosure of dash-camera
video footage, and examples of citizen-journalistic video recording of
on-duty police ofﬁcers.
In Part VI, the author analyzes the scenarios from Part V against the
neorepublican theory of freedom, and presents the remaining elements
of this paper's overall argument that certain limits on citizens' rights to
document or access information about government action and decisionmaking improperly infringe the peoples' liberty. Some possible limitations of the argument are also examined.
Finally, in Part VII, the author offers conclusions and examines possible objections to Pettit's account of freedom from a more liberal tradition, relying on Berlin's conception of negative liberty that focuses on
noninterference as the primary component of freedom (Berlin, 1969,
p. 118). Ultimately, the concept of freedom as nondomination provides
some valuable insights into what freedom might look like in the realworld, and applying it in this context represents an important and
novel application of these valuable ideas with the capacity to inform
future information policy research. However, despite these positive
results, the author concludes that maintaining too narrow a focus
on nondomination alone may obscure the continuing importance of
restricting actual unjustiﬁed interference, and that the differences
between the two theories may not be as polarized as some prior work
suggests.
2. Information policy and democratic participation
Information policy encompasses a wide terrain, from enabling
(or imiting) access to government information, allowing (or prohibiting)

governments from accessing information about their citizens (Jaeger,
2007, p. 841) (such as in the Fourth Amendment search and seizure
context (see Slobogin, 2008)), facilitating First Amendment guarantees
of free speech (Balkin, 2013, 2004; Dawes, 2010, p. 377), and deﬁning intellectual property policy (Benkler, 1998; Dawes, 2010, p. 377; see also
Jaeger, 2007, p.842). All of these instantiations of information policy
have signiﬁcant implications for democracy (Balkin, 2013, pp. 102, 130;
Jaeger, 2007, p. 841; Jaeger & Burnett, 2005, p. 466–69). Limiting access
to government records not only limits the ability of the public at large
to oversee government activity, but it also hinders journalists and the
news media, as well as academic researchers and librarians (Jaeger, et
al., 2004; Jaeger & Burnett, 2005), from effectively carrying out their
broader social functions.
Information policy encompasses a broad array of laws, rules, regulations, and, as made clear by the recent revelations of NSA surveillance
practices, internal policies and practices of individual agencies. Jaeger
and Burnett (2005) clearly deﬁne “information access” as “the presence
of a robust system through which information is made available to
citizens and others” (p. 465). This deﬁnition requires a “socially and
politically contextualized” means for public access to government information (Burnett & Jaeger, 2008; Burnett, Jaeger, & Thompson, 2008;
Jaeger, 2007; Oltmann, 2013, p. 398).
The world has shifted from a situation, which had existed for most
of human existence, where citizens had virtually no power to demand
access to government records to a contemporary recognition of access
to information as an important human and political right (Blanton,
2011). The public sphere, which combines public access to the ﬂow of
information as well as public forums in which citizens may express
themselves (Corner, 1995, p. 42; Jaeger, 2007, p. 842), is vitally important to the ability of citizens to critique government action and “its monopoly on interpretation of political and social issues” (Jaeger, 2007,
p. 842; see Dawes & Helbig, 2010, p. 50) and is essential to protect
basic civil liberties (Jaeger, 2007, p. 842; Nerone, 1994, p. 6; Strossen,
2013; see also Strossen, 2005, p. 78–79).
In recent years, since the attacks in the United States on 9/11, the
executive branch of the United States government has effectively used
policy and legal mechanisms to severely limit public access to certain
government information (Jaeger, 2007, p. 845; Strossen, 2013). Various
national security laws and policies have granted government agencies
more power to access the personal information of citizens while cloaking
such government conduct in secrecy (Jaeger, 2007, pp. 845–49;
Strossen, 2013) and the Obama administration has prosecuted more
whistleblowers under the nearly one-hundred-year-old Espionage Act
than all prior administrations combined (Strossen, 2013), despite
promoting access in other areas (Dawes, 2010, p. 378; Dawes &
Helbig, 2010, p.50; Jaeger & Bertot, 2010, pp. 372–73).
It is clear that democracy is predicated on the presumption that the
public is sufﬁciently informed (or has the ability to become informed)
and able to intelligently participate in political life, regardless of whether a preferred political theory claims civic virtue is inherently or instrumentally valuable. And, “[w]ithout access to adequate and appropriate
information related to governance, such informed participation and
deliberation are impossible” (Jaeger, 2007, p. 843). A free press and
the diffusion of public libraries and internet access all play roles in
supporting positive information policies, just as they are hindered by
prohibitive national security laws (such as national security letters
with accompanying gag orders or prohibitions on revealing aggregate
statistics about such requests) and weakening protections for journalists and conﬁdential sources. Additionally, promoting broad
access to government information raises signiﬁcant concerns about
information reliability, comprehensibility, completeness, privacy of
data subjects, and a host of other problems (Dawes, 2010, p. 378).
Thus, as we seek to balance liberty with security – with public access
and government secrecy for certain purposes – we need to critically
and thoughtfully evaluate the broader ramiﬁcations of our information policies.
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3. Balancing liberty and security in a surveillance society
In the aftermath of Edward Snowden's disclosures about U.S. government surveillance programs in June 2013, we have seen a massive
amount of media disclosure, public discussion in online fora, public and
in-camera congressional hearings, the introduction of secrecy-limiting
legislation, lawsuits, and claims by technology companies that they
have the right to disclose greater amounts of information about national
security requests for user data. This renewed attention threatens to obscure the fact that public interest organizations, technology companies,
and others have been attempting to force greater transparency about
mass government surveillance for years without much success. It also
begs the question about whether the recent revelations are really as
new or unique as the immediate public and media outrage might imply.
We have known that governments have been conducting metadata
surveillance for years. We have also known that the United States security and intelligence agencies (e.g. the National Security Administration
(NSA), Central Intelligence Agency (CIA), and Federal Bureau of Investigation (FBI)) have long been cooperating and sharing intelligence information with allied “Five-Eyes” countries (since at least the Second
World War) through the UKUSA intelligence-sharing agreement and a
variety of mutual legal assistance treaties. We have had ready access
to the text of the Foreign Intelligence Surveillance Act (1978) (hereafter
"FISA") and its subsequent revisions and reauthorizations. We just
didn't have Snowden's (alleged) smoking gun. Whether the recent revelations will ultimately lead to signiﬁcant increases in transparency is
yet to be seen. Recent decisions by United States' courts indicate change
may not come from the judiciary—at least in the United States (see
Clapper v. Amnesty International., 2013; New York Times Co. & v. U.S.
Dept. of Justice., 2013).
On the other hand, if we shift our attention from surveillance in the
cloud to cameras in the streets, recent victories in some federal courts
have given citizens reason to believe that their First Amendment right
to visually document government conduct has been assured despite
outdated or overbroad wiretapping and eavesdropping laws (Glik v.
Cunniffe., 2011; ACLU v. Alvarez, 2012a, 2012b). However, we continue
to see documented occurrences of ofﬁcers harassing and arresting citizens for ﬁlming them in public spaces. Videos recorded on cell phones
and uploaded to public repositories on the internet continue to depict
ofﬁcers claiming that ﬁlming their conduct in public is illegal and, in
some cases, ofﬁcers continue to seize and conﬁscate cell phones (see
Antony & Thomas, 2010, p. 1281; Associated Press (AP), 2009). From
incidents involving Rodney King (Stuart, 2011), Oscar Grant (Antony
& Thomas, 2010), and Simon Glik (Glik v. Cunniffe., 2011), we see the
potential impact of citizen media on government accountability.
Security, privacy and liberty are all important aspects of a modern
liberal society. Security protects us from threats to our very lives –
from crime and terrorism – and can provide the opportunities that we
need to actually enjoy our privacy and liberty. Privacy allows us to
develop personally, nurture relationships, gather information, engage
in intellectual pursuits, and maintain dignity. Liberty allows us to be
free from unnecessary interference and potential domination by others,
including government. If we determine that all three of these values are
of signiﬁcant importance, then we must determine how to properly
balance them—both generally and, if appropriate, in particular circumstances that demand certain (temporary) concessions. Whether to
make concessions in our privacy and individual liberty for the promise
of greater collective security is a choice that citizens often face, especially in times of national crisis, war, and threat from those who would
do us harm (see generally Moore, 2011; Posner & Vermeule, 2003;
Rosenfeld, 2006; Waldron, 2005).
Should security generally trump privacy when technopolicing and
mass surveillance appear vital to effective crime control and national
security? Would granting citizens' greater rights to cast the surveillance
gaze back at the state (for example, through institutions requiring
liberal access to information or through citizen-journalistic visual
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documentation of government practices) adequately protect personal
privacy and individual freedom? If so, would forcing this level of transparency come at any risk of diminishing our government's ability to
detect, prevent, and investigate crime or terrorism? Some claim that
security should always trump privacy and, if access to and use of surveillance data is properly circumscribed, the infringement on individual
liberty can be reduced to acceptable levels (Taylor, 2005). Others, also
favoring security and unwilling to unduly limit government surveillance, claim allowing citizens equal right to reciprocal surveillance (to
watch back) reduces the probability that governments will abuse their
powers and allows citizens to exercise their freedom to force government transparency (Brin, 1998; Haggarty & Ericson, 2006, p. 10).
Supposedly, this concession will also increase state accountability and
provide more justiﬁcation for the fact that we allow technopolicing
to combat technocrime (and other forms of crime, for that matter)
(Leman-Langlois, 2008, p. 244).
4. Deﬁning freedom
According to its proponents, neorepublican political theory owes its
origins to the experiences of the early Roman republic, and has been inﬂuenced and adopted by early ﬁgures such as Machiavelli, Jefferson, and
Madison, and, more recently, by writers like Quentin Skinner and Philip
Pettit (Lovett, 2013, s. 3.1; Skinner, 1984, 1998a, 1998b, 2008; see also
Fink, 1945; Pocock, 1979; Robbins, 1959; Sellers, 1994), although the
precise historiography is still somewhat controversial (Lovett, 2013, s.
1). Lovett and Pettit (2009) argue that neorepublicanism has been
adapted from what has been called “classical” republicanism to distinguish it from other, more communitarian, approaches. Lovett (2013, s.
1.2) states that since political liberty ought to be “understood as a sort
of structural relationship that exists between persons or groups, rather
than as a contingent outcome of that structure,” freedom is properly
seen “as a sort of structural independence—as the condition of not
being subject to the arbitrary power of a master.”
In opposition to the modern liberal trend to associate freedom with
actual interference, Pettit (1996, pp. 576–77; 1997, 2001, 2002, 2003,
2008, 2011, 2012; 1999, p. 165) proposes that we conceptualize freedom as the opposite of “defenseless susceptibility to [arbitrary] interference by another.” This proposition is part of a larger neorepublican
research agenda based on three primary tenants: individual freedom
(conceptualized as freedom as nondomination), limited government
power over its citizens based on a mixture of constitutionalism and
the rule of law (with an emphasis on the importance of the free state
promoting the freedom of its citizens without dominating them), and
a vigilant commitment by citizens to preserve the freedom preserving
structure and substance of their government through active democratic
participation (Lovett & Pettit, 2009).
The more traditional – and so-called “liberal” – conception of
freedom has been strongly inﬂuenced by Berlin's positive/negative
dichotomy (Berlin, 1969; Swift, 2006). Berlin describes two divergent
conceptions of liberty that he calls “negative” and “positive” liberties.
These conceptions diverge because, on one hand, negative liberty “is
simply the area within which a [person] can act unobstructed by others”
(Berlin, 1969, p. 169), while positive liberty involves self-mastery, truly
autonomous action, and the ability to act on second-order desires
(Berlin, 1969, p. 178). To reiterate: the extent to which a person is
free, in the negative sense, rests on whether, or how thoroughly, that
person is prevented, by another, from doing something the person
wishes to do (Berlin, 1969, p. 169).
Other writers have distinguished between various form of positive
and negative liberty contained within Berlin's dichotomy, sometimes
referred to as “effective freedom” and “formal freedom,” as a way to
clarify Berlin's distinctions and to make the point that the absence of restraint (deﬁned in terms of legal restraints) does not always guarantee
the actual ability of and individual to do something he or she is legally
entitled to do (for example, a person may not be able to invest in
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some activity that would facilitate self-mastery or action in accordance
with higher-order desires due to economic hardship or physical
disability) (Swift, 2006, p. 55). On one hand, negative freedom is concerned with the absence of state restraint (or interference), while positive freedom may be concerned about equalizing the effective freedoms
of everyone is a society (e.g. adequate food and access to transportation
might be assured by a state mandating a certain level of basic income).
Despite some claims that Berlin's distinction between positive and
negative liberty (sometimes referred to as “freedom from” and freedom
to”) doesn't hold up (Swift, 2006, pp. 52–54), Berlin does provide a very
insightful tracing of the use of positive ideas about liberty that informed
the development of various totalitarian regimes in recent history (see
Berlin, 1969; Swift, 2006, p. 51). His claim that negative interference is
inherently problematic is clearly appealing.
However, in contrast to Berlin's account of negative liberty, Pettit's
position removes the requirement of actual interference, but still
maintains an arguably negative approach by focusing on eliminating
the possibility of arbitrary interference from others without requiring
any action (or self-realization) on the part of an individual to claim
freedom (for example, through acting on their second-order desires or
achieving self-mastery) (Lovett, 2013, s. 3.2). This claim itself, that
neorepublicanism is related to the negative conception of freedom is,
of course, not uncontroversial. The neorepublican conception does
immunize certain forms of actual interference – non-arbitrary interference, to be precise – from its critique, considering some forms of actual
interference entirely unproblematic. Thus it is not as negative as Berlin's
account would require, and it represents a vast divide from more traditional liberal thinking. However, rather than predicating freedom on
ideas of self-mastery, autonomy, or a person's ability to act in accordance with their higher-order desires, one account of positive liberty,
neorepublican theory is more concerned with ensuring the ability of
the people to self-govern, by reducing domination and arbitrary
interference (albeit not all interference) (Lovett, 2013). Applied to the
government-citizen relationship, if an act or policy arbitrarily dominates the will and autonomy of citizens, thus violating their ability to
self-govern (as a collective body of citizens), then these acts or policies
and are unjustiﬁed.
Importantly, Berlin (1969, p. 177) himself noted that his version
of negative liberty was not “logically… connected with democracy
or self-government,” although he admitted that democratic selfgovernment may better guarantee liberty than other forms of rule.
Berlin (1969, p. 177) noted that, “The answer to the question ‘Who
governs me?’ is logically distinct from the question ‘How far does the
government interfere with me?’” and, admittedly, some forms of positive freedom might also privilege the value of political engagement
and self-government (Swift, 2006, p. 64). Self-government, in the context of neorepublican theory, however, is limited to democratic governance within a society and is distinct, in this regard, from theories that
encompass the self-government of one's own person, in isolation from
society, and that are tied to individual self-mastery and an individual's
capacity to act autonomously on second-order desires.
It should also be noted that Pettit's form of republicanism
(neorepublicanism) is distinctly not republicanism of the more communitarian or Aristotelian varieties that might be more properly compared
to forms of positive liberty. In contrast to communitarian or Aristotelian
republicanism, neorepublicanism's deﬁnition of liberty does not consider the process of collective will formation or political participation as
inherent aspects of political freedom (Lovett & Pettit, 2009, p. 12). Rather, political participation or civic virtue is an instrumental means of
achieving and maintaining a high level of political freedom (Lovett &
Pettit, 2009, p. 23), and should be promoted because of its instrumental
utility.
As a consequence of the “emerging orthodoxy” (Pettit, 1996, p. 577),
expressed by Mill (2002) as “All restraint, qua restraint, is evil,” Pettit is
concerned that the noninterference view limits our potential for appropriate emancipation from domination; in effect, the noninterference

position allows too many restrictions on individual liberty and may
lead to an apathetic defense of some important freedoms. Additionally,
the noninterference view problematizes the application of law, as even
generally freedom preserving restrictions built into the rule of law constitute interference with absolute liberty (for example, the penalization
of premeditated murder). On some accounts, because of its negative
focus, neorepublicanism is not necessarily as distinct from liberal commitments as some of its proponents insist. On the other hand, however
this argument is spun, the neorepublican continues to recognize the
sharp distinction between a slave with a benevolent master and a
person not susceptible to the potential domination of a slaveholder
(Lovett, 2013, s. 2.1).
Because power and domination – to some degree – are built into the
structure of social institutions, improper or inadequate democratic safeguards against abuse could potentially allow institutions to dominate
and subjugate the people systemically. Domination, then, could become
institutionalized and integrated into our social and political institutions
in a way that creates systemic domination, as well as evidenced in the
relationships between agents of government and individuals or groups
of citizens. In analyzing neorepublican freedom in an applied context, as
this article attempts, three primary questions become crucially important. First, what does it mean for one agent to hold power over and subjugate (or dominate) another? Second, what might emancipation from
this power appropriately look like? And ﬁnally, what does it mean to
conceptualize freedom as nothing more than emancipation from such
power – what Pettit calls “antipower”?
4.1. Power and domination
Paradigmatically, power and domination are exempliﬁed by slavery.
Thus, Pettit argues, “One agent dominates another if and only if he or
she has a certain power over the other: in particular the power to interfere in the affairs of the other and to inﬂict a certain damage” (Pettit,
1996, p. 578, citing Connolly, 1983 and Weber, 1978). Importantly, the
dominating agent must have the actual capacity (rather than merely
“virtual” or unrealized capacity) to exercise arbitrary power over the
dominated person(s), and that power must also be capable of inﬂicting
a certain type of harm. For present purposes, the deﬁnition of harm,
which can be controversial, encompasses situations where a dominating agent acts with benevolent intent. But what must this exercise of
power look like, and what type of harm (or damage) is required?
Pettit (1996) answers these questions by stating that domination requires the capacity to interfere, with impunity and in an arbitrary fashion, with certain choices that the dominated agent otherwise has the
capacity to make (here, “certain” means that the scope of the interference need not impinge on all of the dominated agent's choices, but
may be limited to certain choices of varying centrality or importance).
Interference requires “an intentional attempt to worsen an agent's situation of choice” (p. 578). Unintentional or accidental interference is not
freely exercised subjugation. However, interference does encompass a
wide amount of possible actions, including restraint, obstruction, coercion, punishment (or threat of punishment), and manipulation (which
includes, in Pettit's view, “agenda ﬁxing, the deceptive… shaping of
people's beliefs or desires, [and] rigging… the consequences of people's
actions”) (Pettit, 1996, p. 579).
Thus, this sort of interference worsens the dominated agent's
position – and causes damage – because it changes the options available
to the person or alters the payoffs of the person's choices by allowing
the subjugator to manipulate the options and payoffs in play. In this
sense, the power-wielding agent has the necessary capacity to interfere.
If an agent may act without risk of penalty for interfering, whether from
the victim themselves or society at large, then the agent would have
“absolutely arbitrary power” (Pettit, 1996, p. 580). The only check on
the exercise of such power is in the agent itself—in that agent's free
and capricious will. Thus, it follows that a person (X) is dominated by
another (Y) when X has no legal recourse to contest actions by Y that
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interfere with X's situation of choice. Thus, because widespread state
surveillance of the communications of its citizens has the potential to
interfere with individual citizens' situations of choice (for example, by
chilling free expression), this relationship exhibits domination.

4.2. Antipower and emancipation
Discussing the domination of the powerless may lead us to question
what we can or ought to do to diminish or remove the subjugation.
Reversing roles would not solve the problem, but would merely relocate
it (Pettit, 1996, p. 588). Fairly allocating power to both sides, on the
other hand, does not just merely equalize the subjugation; if both
sides – say the people and their government – may interfere with the
other's affairs, then neither may act with impunity since the other
may exact something in return (Pettit, 1996, p. 588). Thus, “neither
dominates the other” (Pettit, 1996, p. 588). This is an exempliﬁcation
of antipower. According to Pettit (1996), “Antipower is what comes
into being as the power of some over others – the power of some over
others in the sense associated with domination – is actively reduced
and eliminated” (p. 588). Antipower, then, subjugates power and, as a
form of power itself, allows persons to control the nature of their own
destiny (Pettit, 1996, p. 589). In this sense, the “person enjoys the
noninterference resiliently” because they are not dependent on the
arbitrary use of power, precisely because they have the power to “command noninterference” (Pettit, 1996, p. 589).
To promote antipower, and reduce domination, we can protect the
powerless against the powerful by regulating the use of the powerful
agent's resources or by granting the powerless new resources. This
could involve creating or empowering protective institutions and
the “nonvoluntaristic” rule of law (characterized by constitutional
governance and associated protections for minorities). The rule of law
itself could be used as a form of power, and thus provide legal incentives
to avoid interfering with the lives of others (for example, through an
effective criminal justice system) and “generality, transparency,
nonretroactivity, and coherence,” based on constitutional guarantees
can help limit this possibility (Pettit, 1996, p. 590). Regulating the resources of the powerful might also include checks on and separations
of power, regular representative elections, democratic participation,
limited tenure of government ofﬁcials, access to independent courts or
other bodies with powers to review government action, and open
access to information (Pettit, 1996, p. 591).
Of course, fully eliminating domination may not be always be easy,
or even completely possible, and antipower may exist in varying
degrees, based on how much power a person (or group of people) can
effectively wield to command noninterference or limit domination.
Commanding noninterference may require collective action, and this
theory admittedly relies on the presence of institutions as means to
administer government and facilitate the peoples' claims. This does
not mean, however, that we ought to be complacent, or even limit our
concern to reducing actual interference. On the contrary, if an act or
policy of an institution or agent of government arbitrarily dominates
the will and autonomy of citizens, thus violating their ability to selfgovern, then these acts or policies and are unjustiﬁed.
As stated above, governments must allow their citizens enough
access to information necessary for individual self-government. To be
fully non-arbitrary and non-dominating, government must also respect
and provide effective institutional and legal mechanisms for their
citizenry to effectuate self-government and command noninterference.
Establishing liberal access rights to information about government
conduct and mechanisms that ensure that citizens can effectively command noninterference are justiﬁed on the grounds that they reduce
the possibility of arbitrary, and actual, interference with the right of
the people govern themselves. Such measures would also limit the institutionalization of systemic domination within political and social
institutions.

425

5. Public surveillance and freedom
In modern society, governments are conducting enormous amounts
of surveillance – both online and ofﬂine – and are amassing huge databases of information about citizens within the scope of their searches.
The enormity, and attendant reality, of this information gathering has
been recently granted greater visibility as a consequence of The
Guardian's recent publication of a classiﬁed court order granting the
U.S. government on-going, daily, access to information about all calls
(whether domestic or international) made over Verizon's systems,
and top secret documents indicating that the U.S. government has had
a high level of access to user data held by a number of large U.S.-based
internet companies, including Google, Apple, and Facebook (the socalled “PRISM” program) (Greenwald, 2013; Greenwald & MacAskill,
2013; Roberts & Ackerman, 2013).
Police departments and other government agencies are installing
and utilizing video surveillance cameras in urban and commercial
areas (or are accessing video footage ﬁlmed by privately-owned
cameras); utilizing automated license plate recognition systems to
track and locate vehicles; data-mining information available online
(including information from online social networks and personal data
aggregation enterprises); employing facial recognition systems to identify individuals; and using unmanned aerial vehicles (otherwise known
as “drones”) equipped with cameras, weapons, communications receivers and cellphone tower imitators.
The following sections examine these questions by applying a
neorepublican lens to certain recent developments in an attempt to
deﬁne a theory of information policy grounded in the neorepublican
conception of liberty as non-domination.
5.1. Surveillance and the war against terror: Clapper v. Amnesty
International
On February 26, 2013, the United States Supreme Court rejected a
challenge (Clapper v. Amnesty International., 2013) to the constitutionality of FISA (1978). FISA (1978) allows the government to intercept
communications between U.S. citizens and foreign powers (or agents
of foreign powers, including U.S. citizens suspected of working as
agents of foreign powers), and to maintain secrecy about whose
correspondence the government has intercepted. FISA (1978) was
enacted after the Supreme Court's 1972 decision in United States v.
United States Dist. Court for Eastern Dist. of Mich (1972), in which the
Court suggested that the Constitutional framework applicable to
national security cases might be different than in cases dealing with
the “surveillance of ‘ordinary crime'” (Clapper v. Amnesty International.,
2013, p. 1143, quoting Keith, 1972, p. 322–23).
When adopting FISA (1978), Congress also established two courts to
review applications for foreign intelligence surveillance activities, the Foreign Intelligence Surveillance Court (FISC) and the Foreign Intelligence
Surveillance Court of Review (which reviews denials by FISC) (Clapper
v. Amnesty International., 2013, p. 1143). FISC is authorized to approve
electronic surveillance “if there is probable cause to believe that ‘the
target of the electronic surveillance is a foreign power or an agent of a foreign power, ' and that each of the speciﬁc ‘facilities or places at which the
electronic surveillance is directed is being used, or is about to be used, by a
foreign power or an agent of a foreign power'” (Clapper v. Amnesty
International., 2013, p. 1143, quoting FISA, 50 U.S.C. 1804(a)(3)(a)–(b);
see also Kris & Wilson, 2007, pp. 194–95, 528–29).
In the case at hand, Clapper v. Amnesty International. (2013), Amnesty
International USA and a variety of other human rights, legal, media, and
labor organizations sued the United States government, claiming that
surveillance authorized under Section 1881a (enacted in 2008 by the
Foreign Intelligence Surveillance Act of 1978 Amendments Act (2008))
violated their Constitutional rights. The organizations claimed that,
because of their regular communications with overseas persons, there
was an “objectively reasonable likelihood that their communications
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will be acquired under section 1881a at some point in the future,” and
that the threat of this acquisition had caused them to take costly
preventative measures aimed at preserving the conﬁdentiality of their
communications (Clapper v. Amnesty International., 2013, p. 1143).
Despite the fact that, due to the law's secrecy requirements, the
government was the only entity that knew which communications had
been intercepted, the Court held that third-parties like Amnesty International did not have standing to challenge the Act because they could not
show that they had been harmed (Clapper v. Amnesty International., 2013,
p. 1155) (precisely because they didn't have access to information about
the government's surveillance activities). In effect, the decision legitimizes the idea that the people ought to “just trust the government,”
closes opportunities for democratic participation and judicial review of
government surveillance conducted under FISA (1978), and leaves the
protection of citizen privacy solely in the hands of the executive branch
of the federal government.
A few months later, in a secret FISC order1 leaked by Snowden to The
Guardian journalist Glenn Greenwald and published on June 5, 2013, the
FISC ordered Verizon, one of the largest telecommunications providers
in the United States, to turn over phone call metadata on millions of
Americans to the NSA on an on-going and daily basis (Greenwald,
2013). Following the Guardian's publication of the order, the American
Civil Liberties Union (ACLU) and New York Civil Liberties Union
(NYCLU) ﬁled the ﬁrst lawsuit against the NSA to come after Snowden's
leaks (Nakashima & Wilson, 2013). Both the ACLU and NYCLU claimed
standing in their complaint because they were actually Verizon
customers during the dates covered by the FISC order (American Civil
Liberties Union v. Clapper, 2013). This time around, the Supreme Court
may have to ﬁnally address the Constitutionality of section 1881a powers, instead of sidestepping the issue on a technicality.
These cases are far from the only challenges mounted by civil liberties organizations against government programs that mandated high
levels of information secrecy. In just one additional example, a Federal
District Court judge held, in January 2013, that the United States government could keep information about its “targeted killing program” a
secret (New York Times Co. & v. U.S. Dept. of Justice., 2013). In that case,
New York Times Co., v. U.S. Dept. of Justice, the ACLU and New York
Times had ﬁled Freedom of Information Act lawsuits against the Department of Justice seeking information about the contested killing program. In her decision, Judge MacMahon stated that:
The FOIA requests here in issue implicate serious issues about the
limits on the power of the Executive Branch under the Constitution
and laws of the United States, and about whether we are indeed a
nation of laws, not of men…. More fulsome disclosure of the legal
reasoning on which the Administration relies to justify the targeted
killing of individuals, including United States citizens, far from any
recognizable “hot” ﬁeld of battle, would allow for intelligent discussion and assessment of a tactic that (like torture before it) remains
hotly debated….
However, this Court is constrained by law, and under the law, I can
only conclude that the Government has not violated FOIA by refusing to turn over the documents sought in the FOIA requests, and so
cannot be compelled by this court of law to explain in detail the reasons why its actions do not violate the Constitution and laws of the
United States. The Alice–in–Wonderland nature of this pronouncement is not lost on me; but after careful and extensive consideration,
I ﬁnd myself stuck in a paradoxical situation in which I cannot solve a
problem because of contradictory constraints and rules—a veritable
Catch-22. I can ﬁnd no way around the thicket of laws and precedents that effectively allow the Executive Branch of our Government

1
A copy of the order is available on the Guardian's website at http://www.guardian.co.
uk/world/interactive/2013/jun/06/verizon-telephone-data-court-order.

to proclaim as perfectly lawful certain actions that seem on their face
incompatible with our Constitution and laws, while keeping the
reasons for its conclusion a secret.
[New York Times Co. & v. U.S. Dept. of Justice., 2013, p. ⁎1]
These recent judicial holdings demonstrate that U.S. courts are
exercising restraint when faced with challenges to the federal
government's claims of national security, potentially at the direct cost
to the civil and Constitutional liberties of the people. In the very moments when these courts have been perfectly positioned to reduce government domination and protect the peoples' antipower, they have
chosen to turn a blind eye or have a least been unwilling to robustly defend the Constitutional rights of American citizens. The cases that follow
are not so obviously problematic, but they are presented to show that
each of these scenarios also pose a distinct threat to individual liberty
and antipower.

5.2. Police dash-camera surveillance and restricting public access to records
In Seattle, Washington, the Seattle Police Department (SPD) has
been embroiled in controversy. In December 2011, the U.S. Department
of Justice (DOJ) handed down a stinging review of the SPD's overuse of
unnecessary and unlawful force (U.S. Department of Justice, 2011, Dec.
16; U.S. Department of Justice Civil Division & United States Attorney's
Ofﬁce of the Western District of Washington, 2011, Dec. 16), resulting
in a comprehensive cooperative agreement between DOJ and SPD to
“implement sustainable reforms” (U.S. Department of Justice, 2012,
July 27). Additionally, the SPD and City of Seattle have been involved
in a number of lawsuits with private individuals and local news agencies
about SPD refusals to release video footage recorded by police department surveillance cameras installed in police vehicles under state freedom of information laws (Newell, 2012a).
In one case, a local attorney ﬁled a public records request for dashcamera footage allegedly showing SPD ofﬁcers using unnecessary
force against some of his former clients. The City of Seattle denied his request and ﬁled a lawsuit against the attorney for declaratory judgment
(Newell, 2012a; Vedder, 2012a, 2012b). In the case, SPD asked the
court to uphold their denial of the request for the videos based on a provision in state privacy law (Holmes, 2012; Newell, 2012a). In another
case, a Washington State court found the SPD liable to a local man
for originally denying the existence of dash-camera footage of the
man's arrest, despite the fact that footage actually existed (Carter,
2011). Further analysis of the dash-camera footage logs may suggest
that the initial denial was part of SPD's common practice (Carter,
2011).
In a third case, a local news agency sued the SPD for refusing to
release logs of dash-camera footage, ultimately resulting in a state
court ﬁning the SPD for refusing to comply with the public records
request, but not requiring the release of surveillance footage (Carter,
2012). In that case, the judge found that the legislative mandate
required some delay in releasing surveillance footage under the Public
Records Act, and that, even though “Investigations of our private and
public institutions by journalists are vital to our public life, and the
issues raised by some in-car videos are currently important and prominent in our City,” the court could not second guess the legislature (Fisher
Broadcasting (KOMO 4) v. Seattle, 2012). This case is particularly interesting because the City's video-retention policy required the videos to be
kept secret until they were destroyed at the end of a three-year statute
of limitations on potential claims, effectively keeping many recordings
secret without any opportunity for review by the public (Carter, 2012).
In these cases, access to the courts has provided some measure of
effective oversight through democratic participation in the judicial
process – some amount of antipower has been granted to citizens (or
their representatives) – but the limited scope of the judgments suggests
that power has not been balanced equally.
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5.3. Citizen journalism: recording police in public spaces
The advent of commercially available low-cost video recording
devices, and indeed their proliferation in recent years as embedded elements within most of the cellphones and smartphones carried around
by large numbers of people in contemporary society, has marked a
signiﬁcant increase in police visibility (Goldsmith, 2010). Combine the
current ubiquity of portable, handheld, video cameras with increased
ease of access to online video sharing websites like Youtube.com, and
the massive number of publicly accessible videos of police (mis)conduct
on the internet is not that surprising. Indeed, police have historically
been one of the most visible appendages of government, and these
recent developments have only heightened the public pressure under
which police ofﬁcers and departments work (Goldsmith, 2010,
pp. 914–15).
As an early example, the video of Los Angeles Police Department
ofﬁcers beating Rodney King ﬁlmed by George Holliday covertly from
his nearby apartment, provides a good starting point for putting this
sort of new police visibility in perspective. In fact, after Holliday sent
the recording to a local television station, which aired and distributed
the recording widely, it became a media sensation. The visibility created
by the existence and distribution of the footage contributed to riots in
Los Angeles, and elsewhere, after the eventual acquittal of the police
ofﬁcers involved in the beating.
Of course, since 1991, the availability of low-cost handheld video
cameras has skyrocketed, as have the number of citizen-produced
recordings of alleged police brutality. In many cases, these videos quickly ﬁnd their way onto prime-time television as well as video-sharing
websites like YouTube, and are discussed in a wide variety of traditional
and emerging media, from print and online newspapers to blogs,
Twitter feeds, and Facebook pages. In one fairly recent case, a number
of Bay Area Rapid Transit passengers recorded Ofﬁcer Johannes
Mehserle shooting and killing Oscar Grant in the back while Grant was
lying on a subway platform, supposedly resisting restraint (see Antony
& Thomas, 2010). Multiple recordings of the killing were uploaded to
YouTube, despite ofﬁcer attempts to conﬁscate cameras in the vicinity,
and the reaction to the videos and news reports fueled both peaceful
and violent protests in the days following the incident.
Alongside these developments in the use of video cameras to
document police conduct lies a parallel reality that, at least in some of
these cases, makes recordings of police ofﬁcers in public spaces illegal
under state law (see Newell, 2012b). Thus, citizens press record at
their own peril. In twelve U.S. states, wiretapping (or eavesdropping)
statues prohibit citizens from making audio or audio-visual recordings
of conversations without getting consent from all parties to the recorded conversations. These state laws vary in their scope and application,
but have been used frequently in recent years to arrest, detain, and harass photographers, including citizens and members of the credentialed
press, who have been ﬁlming public police activity. These laws would
have made recordings like those described above illegal (at least as far
as conversations or speech were part of the recordings). In the United
Kingdom, an anti-terrorism law similarly used by police ofﬁcers to detain and question photographers has recently been held to be in violation of the European Convention for Human Rights and Fundamental
Freedoms (Case of Gillan & Quinton v. the United Kingdom, 2010).
In a landmark case in 2011, the United States First Circuit Federal
Court of Appeals held, in Glik v. Cunniffe. (2011), that the First Amendment
clearly gives citizens the right to record police ofﬁcers and other public
ofﬁcials while they are performing their ofﬁcial duties in public spaces,
despite contrary provisions of Massachusetts state law, as long as the citizens do not interfere with the police ofﬁcer's legitimate work and make
the recordings overtly (not secretly) (Glik v. Cunniffe., 2011). One year
after Glik, the Seventh Circuit enjoined the Illinois state attorney from
using the Illinois wiretapping law to arrest members of the American
Civil Liberties Union (ACLU) who were planning to record police ofﬁcers
as part of an ACLU police accountability program (Newell, 2012b).
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The Illinois statute (Illinois Criminal Code of, 2012) prohibits audio
recordings even where ofﬁcers do not maintain any expectation of
privacy in their conversations, and carries steep criminal penalties as a
class 1 felony—equivalent to sexual offenses such as rape. Some earlier
decisions in other parts of the country also protect the public's right to
record ofﬁcers in public to varying degrees (Fordyce v. City of Seattle,
1995, p. 438; Smith v. City of Cumming, 2000, p. 1333; State v. Flora.,
1992), but reports of ofﬁcers arresting photographers on eavesdropping
charges continue to proliferate around the country—in some cases, even
in jurisdictions where police department guidelines expressly state
that ofﬁcers should not arrest citizens for recording. In one extreme
case, a citizen who recorded a conversation with an ofﬁcial while
making a public records request was later arrested for violating the
eavesdropping law for making the recording (Kohn, 2010).
6. Antipower in context
As an initial matter, we must determine whether (and how) each of
these scenarios limiting public access to government surveillance information implicates subjugation and domination. In the ﬁrst two cases
presented above, the government (or government agents) clearly
have the actual capacity (rather than merely “virtual” or unrealized
capacity) to exercise arbitrary power over the dominated person(s)
because of their control of collected information (and of the modalities
in which such information was obtained), whether by coercion, arrest
(or threat of arrest or punishment), or limiting or refusing to release
information. It is also clear that restricting (chilling) a person's free expression, their ﬁrst amendment right to gather information (implicated
by all three scenarios), or their right to acquire information about
government activity, causes harm and affects a person's choices.
This is especially apparent when, under Pettit's account of freedom,
a subjugating interference with a person's choices may be limited to
certain choices of varying centrality or importance, and need not totally
remove all choices available to that person. Such interference by police
ofﬁcers or law enforcement (and the policy- or law-making processes
behind the enforcement) also clearly equates to “an intentional attempt
to worsen an agent's situation of choice” (Pettit, 1996, p. 578) because it
represents an intentional act that eliminates certain information that
might be relevant to that decision-making process of that agent in
that situation.
The threat of punishment, whether the risk of arrest for communicating across international borders or the likelihood of being forced to
incur legal costs to defend a legitimate public records request or an
arrest stemming from protected free speech activities, surely has the coercive capacity to limit the choices open to the dominated agent and to
chill the exercise of expression. But are these exercises of power arbitrary and enacted with impunity? Does the subjugator in any of these
scenarios act without risk of penalty for interfering? In the case of the
SPD, we can see the power of the police has been curtailed—at least in
part. Courts have found the SPD's practices of denying that video footage
exists and refusing to release information have violated the law, but the
courts have still allowed the police to refuse to release actual footage
and to delay in other cases. Even if the citizens maintain some amount
of antipower in this scenario (through an opportunity to bring suit in
courts of law), such power is not fully realized. The Clapper v. Amnesty
International (2013) case demonstrates that not all arbitrary state
surveillance power is subject to review by (or even the knowledge of)
the citizenry or the Article III courts.
In the third example, courts have begun to recognize a constitutional
right to ﬁlm ofﬁcials in public spaces (under certain conditions), but
state laws and current police practices apparently continue to limit
the reasonable choices of citizens on the ground. Thus, democratic
participation through petition to the judicial system is an open avenue.
Citizens have some ability to challenge government action, but generally only have standing after their Constitutional rights have been
(allegedly) infringed (due to systemic and institutionalized power
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inequities). Therefore, the balance of power is not completely equal, and
antipower has not been fully realized in these cases. And, importantly,
whenever antipower has been limited (for example when some avenue
to obtain legal recourse has been effectively closed to citizens), such
interference is problematic unless properly justiﬁed.
Additionally, since the Fourth Amendment generally does not
protect against the government's collection of information and mass
surveillance in public spaces, many forms of surveillance (e.g. use of
drones, cameras, license plate readers, and mining personal information
on the internet) may not be subject to any real scrutiny through democratic processes or legal proceedings in courts of law. The legal and practical restrictions on citizens wanting to document or access information
about government conduct, combined with the power of government to
watch its citizens, represents an imbalanced situation where citizens
lack the antipower they might otherwise command. As a result, we
should question whether this is a situation in which,
The powerless are not going to be able to look the powerful in the
eye, conscious as each will be – and conscious as each will be of
the other's consciousness – of this asymmetry. Both will share an
awareness that the powerless can do nothing except by the leave
of the powerful: that the powerless are at the mercy of the powerful
and not on equal terms. The master–slave scenario will materialize,
and the asymmetry between the two sides will be a communicative
as well as an objective reality.
[Pettit, 1996, p. 584]
Of course, one answer in response to this position is that the democratic process, and the potential for participatory democratic governance, has not been curtailed. The people have not been denied access
to their representatives or to the courts (although some remedies
have been clearly denied). In fact, in order for the government to use
surveillance data gathered through FISA sanctioned surveillance, they
would still have to prove compliance with the Fourth Amendment.
And, although not many foreign defendants could likely make a claim
that the Fourth Amendment applied in their case, the government's
disclosure “would provide grounds for a claim of standing on the part
of the [defendant's] attorney” (Clapper v. Amnesty International., 2013,
p. 1154). However, the people do not have access to all of the information that supposedly supports the government's need to conduct various types of electronic surveillance and they do not have full access to
information about what the government has done with the powers it
has been given. This is inherently problematic, especially under the
neorepublican position that governments should protect their peoples'
freedoms and ensure that the state does not come to dominate its people in any arbitrary fashion. Without some form of effective democratic
check in place – some way for the public to make informed, deliberative
choices based on real information – abuse (and domination) is always a
real possibility.
Perhaps it is best – even essential – that citizens grant their governments some power to restrict public access to information for national
security (though this seems less vital for crime control at the local
state or municipal level), but this does not mean that citizens should
not have the right to insist on safeguards, and the right to ensure the
government complies with constitutional requirements in the exercise
of its power. If that were so, the exercise of power would cease to be
arbitrary, and the action would not be subjugating. The people would
retain antipower.
Because the people are sovereign and should retain antipower
vis-à-vis their government, there should be a presumption that the people
retain the right to access government information and to document information about how the government discharges its duties. However, a presumption, by deﬁnition, may be overcome in appropriate circumstances,
and a more robust description and explication of the appropriate threshold is in order. In some instances, it might be appropriate for a state to
withhold information from its people (potentially an act of domination

if the people have not granted such power), acting unilaterally or on its
own, for the protection of the people and national security, as long as certain safeguards are put in place to properly respect the sovereignty of the
people. Thus, building on this argument, we can see that the state, absent
powers granted by its citizens, may not generally withhold information
about its activities from its people or deny them the right to access information about government activity, because such actions are acts of
domination. However, as stated above, this theory does have room to entertain the idea that certain state interests, such as national security, may
sometimes justify the state in withholding information from its citizens,
despite the possibility that such withholding may infringe the people's
antipower, thus overcoming the initial presumption.
Importantly, there appears to be a signiﬁcant difference (in terms of
the threat to antipower) between government decisions re secrecy (and
the related risks to national security) of 1) the substantive information
collected by the government (i.e. the actual information or metadata
collected), and 2) the procedural information about how the government
conducts its activities (surveillance activities or otherwise) or the legal
processes that authorize such conduct. This division rests on the idea
that the Constitution protects the people from certain inappropriate
actions of government (e.g. the Fourth Amendment prohibition on unreasonable and unjustiﬁed searches or seizures).
Domination is also more clearly implicated in terms of government
conduct (or the potentiality of arbitrary conduct) that interferes with
a person's situation of choice than it is with the nature of the underlying
information. (Although this can also be constitutionally signiﬁcant, for
example, in the distinction between content and non-content information about a citizen's communications under the Fourth Amendment,
but this distinction is often secondary to the procedural question
about whether the information was obtained lawfully in the ﬁrst
place). Thus, the following distinctions need to be made: First, there is
a greater abrogation of the peoples' antipower when the state withholds
information about the methods and procedures used by the state to
collect the information and to approve information gathering activities
of the state than when the state withholds substantive information
collected by the state about its citizens or other targets.
Second, if the state collects information about its citizens, but denies
its citizens the right to know what information has been collected about
them, the state has acted in a dominating manner unless the people
themselves have authorized the government to withhold such information and sufﬁcient constitutional safeguards are put in place to ensure
civil liberties are not violated. In no case, however, shall the people relinquish their right to sovereignty by allowing the government to act
without censure in ways that may violate the Constitution (for example,
by relinquishing their right and ability to access information about the
methods and procedures used by government to carry out and justify
its surveillance activities). Thus, if the state exercises its surveillance
powers, but denies its citizens the right to know or document how
this information was collected, and what procedural requirements
were met to authorize such information gathering, then the state has
acted in a dominating way by eliminating the citizens' antipower, and
has come to impermissibly dominate its citizens because it has eliminated the sovereign right of its people to ensure that their government
protects their freedom and Constitutional rights.
The preceding argument leads to the conclusion that, because the
people are sovereign, they should presumptively retain the right to access and document information about how their government conducts
the activities and duties entrusted to it by the people. This presumptive
right of access encompasses information about how government agents
conduct surveillance and what information is gathered through such
surveillance activities, subject only to determinations by the people
themselves that certain information be kept secret (for example, for national security purposes). In any case, however, the state may not withhold information about the methods and procedures used to gather the
information or the procedural requirements used to authorize such
information gathering.
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However, at least one additional problem needs to be addressed at
this point. The allowance just made for government secrecy must be
tempered. If it is not, the peoples' antipower has been severely limited
and the state retains much of the power the argument presented in
this paper has sought to limit. The allowance was predicated on the
assumption that sometimes certain information ought to be secret to
protect the peoples' interests in security and protection by the state
from outside evils. But such secrecy does not necessarily need to persist
for lengthy periods of time, and certainly not in perpetuity. Sunlight
provisions, or enforceable and mandatory declassiﬁcation provisions,
would provide a balance between national security interests (when
those interests are present and legitimate) and the peoples' right to sovereignty and liberty by providing a form of retroactive accountability.
This idea, despite its simplicity, is an incredibly important core issue,
and is vital to a proper balancing of the security and liberty interests
at stake.
Thus, we may concede that substantive information collected by
governments about its citizens or other targets may sometimes be withheld from the people, because release would compromise legitimate
national security interests, without eliminating the usefulness or force
of our neorepublican conception of freedom. But, as just stated, withholding this information in perpetuity always impermissibly infringes
the people's antipower, unless the people effectively retain the right
to override the State's ability to classify the information in perpetuity.
Thus, when government surveillance information is withheld from the
people for national security purposes, it should only be temporarily
withheld, mandatory sunlight provisions should be speciﬁed clearly in
the law, and the people should retain the power to ensure information
is released consistent with the relevant sunlight provision(s). Importantly, such provisions might also contain clauses that allow the people
to hold state actors accountable for violations of their rights after the
information is lawfully declassiﬁed, should violations of constitutional
or legal rights be identiﬁed.
Indeed, Jaeger's (2007) concept of “information politics,” meaning
“the manipulation of information access for political gain” (p. 851) suggests that much of the problems attendant to information access are related to personal information privacy. Governments and citizens both
potentially have much greater access to information about the activities
of the other than they have in the past—and this information has the potential to produce and inﬂuence power on both sides (see Forcese &
Freeman, 2005, pp. 481–84). Information can equal power, and if rights
to personal privacy are not respected by the state, the imbalance
indicates a potential for subjugation.
7. Conclusion
In conclusion, it is important to note the potential objection of the
dominant liberal view that freedom (of the negative kind) is really noninterference. The attraction of this view is clear. Can we really say that a
person is less free when no one ever actually interferes with their speech
or ability to access information (despite the possibility, however vague
and unlikely) than when no one can interfere? This view makes great
intuitive sense, but it also creates some potential problems. For example, it problematizes forms of non-arbitrary, democratically decided,
and appealable acts of interference, such as the application of law itself.
On this view, any application of law is an abrogation of freedom, regardless of whether the enforcer acted on clear constitutional grounds and
without impunity. The noninterference view of freedom was embraced
by some, like Hobbes, Paley, and Bentham, to argue that that all law and
every form of government restricted liberty, whether enacted by democratic authority or despotic rulers, American revolutionaries or the
British parliament (Lovett & Pettit, 2009, pp. 13–15; Pettit, 1996,
pp. 598–600). Clearly, noninterference is an aspect of freedom, but
why should all interference negate freedom per se?
Viewing freedom as antipower – as the absence of domination by
another – allows us to respect the importance of noninterference, but
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also to recognize that some forms of interference (those that are not arbitrary or without recourse) do not necessarily restrict our freedoms,
but may only condition it (Pettit, 1997, pp. 26, 56, 76, 83, 94, 104;
Pettit, 2002, p. 342). On this view, we can see that proper application
of the nonvoluntaristic rule of law (with opportunities for effective appeal and democratic participation) actually protects and preserves our
freedoms, rather than restricting them as a means to some other end.
A person living under a friendly despot is not in the same position – in
terms of freedom – as the person living in a properly constituted constitutional democracy with limits on domination. Fully realizing a situation of more equalized reciprocal surveillance and rights to access
information about government activities (with temporary exceptions
as may be needed to protect national security, as described above)
would give citizens greater ability to ensure their government was not
overreaching and abusing its authority, to hold the state and state actors
accountable for rights violations, and to maintain government as an entity that protects it citizens' freedoms without coming to subjugate
them to arbitrary exercises of power.
Consequently, the version of neorepublican theory developed in this
paper and applied to information policy, with its core concept of freedom as nondomination, provides valuable insights into how one-sided
surveillance powers and control of information vested in states can
limit individual freedom. Applying neorepublican political theory in
this context represents an important and novel application of these
valuable ideas with the capacity to inform future information policy research and the development of better laws and policies related to surveillance, secrecy, and access to information. However, maintaining
too narrow a focus on nondomination alone may obscure the continuing
importance of restricting actual unjustiﬁed interference. Actual interference is, importantly, a more serious problem for freedom than is the
mere possibility that such interference could take place in the future.
As a consequence, we might be suspect of republican or liberal approaches that prioritize positive freedoms at the expense of limiting
our focus on the importance of limiting actual interference, especially
when such interference is – or might be – arbitrarily exercised by one
agent over another. Ultimately, however, the differences between the
version of neorepublicanism espoused here and more traditional liberal
theories of negative freedom may not be as incommensurate as some
prior work suggests.
At the end of the day, the primary point of this argument is not that
we eliminate or unduly restrict to ability of government and law
enforcement to conduct surveillance (or to restrict access to certain information in some cases), but rather that we recognize the bargain we
have struck, in our representative democratic society, that the government assume some surveillance powers – and thus encroach on our
individual negative freedoms to some degree – because they have the
ability (and the responsibility) to use these powers for the public
good; namely, public safety and national security. Our contract, and
our consent, does not negate the possibility of domination or the relevance of freedom (Pettit, 1996, p. 585). The neorepublican concept of
non-domination allows us to address, understand, and accept this reality. However, this power cannot be granted without strings attached.
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